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  ENABILING SD-WAN SECURITY FOR ALL  
YOUR BRANCHES 

SD-WAN 
SECURITY     

CLOUD APPS HAVE BROKEN TRADITIONAL 
ARCHITECTURES 
 
Organizations deploying cloud applications like Office 365, 
the old approach to routing traffic — backhauling over MPLS 
to a centralized Internet gateway via a hub-and-spoke 
architecture is inadequate. To deliver a fast user experience 
and support cloud applications and services, Internet traffic 
must be routed locally.  

But to deliver the same level of security as the centralized 
Internet gateway organizations must replicate the stack of 
security appliances at every branch, which is expensive to 
buy, deploy, and manage. Traditional firewalls and UTMs are 
a poor alternative, as they cannot handle SSL-encrypted 
traffic or non-standard ports and protocols. Because of these 
challenges, organizations are increasingly turning to SD-WAN 
to establish local Internet breakouts and deliver a fast user 
experience. 

SD-WAN AND LOCAL INTERNET 
BREAKOUTS  

Software-Defined Wide Area Networking (SD-WAN) simplifies 
how traffic is routed in the branch and makes it easy to 
establish local Internet breakouts. Software-defined policies 
are used to select the best path to route traffic connecting 
the branch to the Internet, cloud applications, and the 
datacenter. By defining policies for all branches — in the 
cloud through a single interface — organizations can easily 
deploy new applications and services and manage policies 
across many locations. But these local breakouts need to be 
secured. 
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THE CLOUD WAY TO SECURE SD-WAN 

Asset & Account Discovery 
Zscaler secures outbound Internet traffic and delivers a fast user experience— without backhauling 
and without duplicating the security appliance stack at each location. Because the Zscaler Cloud 
Security Platform delivers the entire security stack as a cloud service, there is no compromising on 
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security. And with Zscaler, policies are not tied to a physical location; instead, they follow users to 
provide identical protection no matter where they connect.  

Simply route Internet-bound traffic to Zscaler and immediately begin inspecting all traffic — all ports 
and protocols, including SSL. You can define and immediately enforce access and security policies 
across all locations from a single console. And with Zscaler, cloud services scale elastically, allowing 
you to deploy new services, like Bandwidth Control, in just a few clicks — without impacting 
performance and without costly appliance upgrades.  

SSL INSPECTION WITH SLA-BACKED PERFORMANCE  

SSL is now the default communication protocol, and many threats like ransomware try to hide inside 
SSL—and sometimes even use other ports—so it’s imperative to inspect all traffic. But SSL inspection 
remains a significant challenge for security appliances; decrypting, inspecting, and re-encrypting that 
traffic is known to decimate a firewall’s performance. Zscaler Cloud Firewall, a part of the Zscaler 
platform of services, inspects all traffic — all ports and protocols, including SSL, with near-zero latency. 

ZSCALER AND SD-WAN  

• Reduce cost and complexity - Zscaler and SD-WAN enable the Internet-only branch 
without the cost and complexity of traditional network and security appliances  

• Simplify operations - Zscaler and SD-WAN simplify branch operations by delivering 
security as a cloud service and using software-defined policies to route traffic  

• Secure and scale - Zscaler delivers the entire security stack as a cloud-service, 
providing and identical protection for users wherever they connect — coffee shop, 
headquarters, or the branch 

About Zadyn Group 

Zadyn Group is a global provider of cybersecurity products, services and research. Founded in 2011, 
our focus is to improve technology value and customer service by making the business of buying 
hardware, software and Professional Services more transparent and secure.   

Learn more at zadyngroup.com  

 

http://www.zadyngroup.com/

	Dive Deeper
	1-833-351-9230

